Hacking your
(electric) car:
the importance of
Open Data
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- Firmware programmer of embedded electronic devices.

- Maintainer of BonSlack, porting of Slackware GNU/Linux

distribution for various architectures. ADA &
_ ZANGEMANN
- Volunteer as ltalian translator for FSFE. A Tae of

Software, Skateboards, and

- Helps to maintain Ada & Zangemann repository.

- ... and — for hobby —
ice cream maker :-P




CARS AND SOFTWARE: g -
many electronic devices _ g

- Cars are actually MANY computers on wheels. h\ e

- These “micro” computers (called ECU, Engine Control Unit) are connected together
through CAN (Controller Area Network) bus

- There is a port (OBD, On Board Diagnostic) in every (recent) car where the user could
connect a CAN-bus adapter (usually with USB or Bluetooth interface) to read/write data
from/to every ECU.

- Every ECU has a set of PIDs (Parameter IDs) that you can read and sometimes write.

- Every PID contains data related to one or more sensors and/or settings.
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How these data could be useful?

- You can identify problems or gather statistical data, e.g. about fuel/energy
consumption.

- You would like to set or unlock features that are not available, such as default
indoor temperature or One Pedal Driving at power-up or increase the maximum
charging current.

- You would like to remotely control the car without relying on proprietary services.

- Especially on hybrid or electric cars, you could know:
* the battery SOH (State Of Health) that could be useful if
you want to sell or purchase a car;
* the SOC (State Of Charge) that could be used in

combination with the EVSE (Electric Vehicle Supply ﬁoz <~

Equipment) to stop the charge at a specific SOC or to
start the charge during off-peak time.




The problem: manufacturers
do not share ECU/PIDs info

- Users do not know which ECU and related PIDs are available
in their car.

- The PIDs information is something like the owner’s manual:
it should be available to the end user!

- Most of the PIDs are (or should be) read-only,
SO you cannot compromise the car safety.

- Mostly applications that have (some) informations are proprietary or the information
about ECU/PIDs are not released with an Open Data license.
And some information are wrong... :-(
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How to (try to) regain
control of your car?
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1) Scan all available ECU/PIDs (this oration
could take some days).

2) Get PIDs in different condition (while driving,
with different settings, with different SOC,
pedal pressed/depressed, etc.)

3) Discard PIDs that never change (they are
usually car identifiers — such as VIN — or
software/model version).

4) Compare the remaining PID and try to find
their meaning.
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Example: Hyundai loniq 5 (my car...)

- Found 35 ECUs.

- 1004 total PIDs.

- 27532 total bytes of data.

- Discovered about 330 variables: odometer,
battery information, temperatures, OBC (On Board

Charger) status, steer, brake and accelerator pedal,
tires pressure.




Example: Hyundai loniq 5 (my car...)

Charging session from 0% to 100%. Note that the charging power depends from the
battery minimum temperature, so you can know the time needed for recharge by fetching
the battery temperature.
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Next (possible) steps

- Give to users applications to scan their car.

- Create a shared database with collected
(anonymised) information by users
available with an open license.

- Try to contact manufacturer
and ask them to release information as
Open Data.



Question and answer?

For a (very alpha) software:

https://bonissi.it/obd/
https://bonissi.it/ocpp/

Contact: lucabon@fsfe.org
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https://bonissi.it/obd/
https://bonissi.it/ocpp/

SuPport the FSFE's work!

https://fsfe.org/donate
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