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Open source
is one of the
best things

EVER

Great software

Great design

Great hardware

Great way to share knowledge
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MAYBE TOO MUCH?

* A lot of leechers
e Little rewards

« Complaining users

* Everyone is expecting too much




Nah, that’s success!

You make life better to a lot of people

You create hype and involvement
You make the difference

Grateful people is there but silent




Vampires are
the problem!

* They suck your job for their
benefit

» They don't share the knowledge
* They grab everything they can
 They build on your back

FORGETTING...




They build

too much
on free stuff

* |nfrastructures

- Enterprise software A PROJECT S0OME
: RANDOM PERSON
D
SV IN NEBRASKA HAS
* |nterfaces

| BEEN THANKLESSLY
MAINTAINING
SINCE 2003
L







NIGHTMARE BEFORE @QAQ
ENTERPRISE CHRISTMAS - . SSQUPel

unpatched



It’s time for
PANIC

2/3 of all servers analized by
Akamai were running a
vulnerable Log4]J istance

91% of the data centers analized
were executing server side Java

apps

More than 40% of those servers
were connected to the Internet
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It’s time for AFRICA
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Consultant
Communications
Software vendor

Hardware vender
Utilities

Leisure/Hospitality
¥

Retail/Wholesale

Source: Cheskpdibht Security
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It could be worse...

XZ BACKDOOR



I You need help guys...

* Looks like we can’t learn




And he sends an angel!

OK, a weird but powerful one...

A MS angel (or vampire under cover?)
500 millisecond delay for the WIN!
Very high tech skill

Very high motivation

Great Open Source resource

THANKS unnamed nerd angel!
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| Prepare the attack \ \w

» Blame for slow response
» Hunt for bugs and ask for corrections
* Psychological pressure on the work




And the saviour
comes

Offers an hand

Has been involved into the
project for awhileor along
while

Always had a positive attitude

|s very at what the project
needs






Be aware!
Be prepared!
Be a Hero!




THANKS!
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