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Established in 2005
Located in Vienna, Austria
Privately owned, no venture capital

Open-source software solutions,
icense: AGPLV3

No feature gating

Very active and strong community!
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* Subscriptions

- Enterprise Repository

- Support Tickets

* Trainings

Partners worldwide
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Proxmox Mail Gateway
Email security

Proxmox Virtual Environment
Hypervisor (QEMU/KVM and LXC guests)

Proxmox Backup Server
Backup for hosts and guests

Proxmox Offline Mirror
Offline repository for air-gapped hosts



Namespace:
ns/pve-coO

Group:
vm/200

Group:
host/elmi

Snapshot:
2024-10-22T09:00:00Z

drive-scsi0.img. fidx

0xb122..
0x02c0...

0xef00..

2024-10-23T09:00:00Z

drive-scsi0.img. fidx
0xb122..

6xef®®m

2024-10-24T09:00:00Z

home.pxar.didx

Oxafol..
0x02c0..

Oxd1f2..

Group:
ct/100

2024-10-22T09:00:00Z

root.pxar.didx

0Oxaf01l..
Oxd1f2..

6xef®0m

2024-10-23T09:00:00Z

root.pxar.didx

0xaf01l..
0xd1f2..

axefoom

2024-10-24T09:00:00Z

root.pxar.didx

0Oxaf01l..
Oxdeda...

axefeom

Data chunks:
.chunks
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0Ox02c0...

01010111111...

Oxaf01..

01010000111. ..

Oxb122..

11011010111. ..

0xd1f2..

01010111000. ..

Oxdeda..

01010101110...

Oxef00..

1111000111. ..




QEMU/KVM virtual machine
Ox0acf..

fixed size chunk | e1110001111...

T

0x0acf.. = digest( 01110001111. ..

il

Proxmox backup client

drive-scsi@ ﬁ

dirty bitmap
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§ New Snapshot:
i 2024-10-22T09:00:00Z

Ox02c0..

drive-scsi0. img. fidx
0xb122..
0x02c0..

axdlfzm
0xef00..

01010111111...

Oxaf0l..

01010000111. ..

0xb122..

11011010111. ..

0xd1f2..

01010111000. ..

PBS datastore

0xef00..

1111000111. ..
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QEMU/KVM virtual machine ]
0Ox0ado...
fixed size chunk [ o11101101111... upload Proxmox Backup Server API
0x0ade.. = digest(| o11101101111... |) overwrite changed J Linsert new chunks
[ \/ .........................................
ﬁ . Previous Snapshot: 0x02c0...
Proxmox backup client <10-22T09:00:00Z 01010111111. ..
. _ /6,610, img. f1 Ox0acf..
drive-scsid ﬁ N K 01110001111. ..
> \/
L New Snapshot:
|_ Oxd1f2.. 2024-10-23T09:00:00Z 111. ..
: 0xef00..
”_[l _l drive-scsi@.img. fidx
xé “\( 0xb122... 000. . .
A : , 0x02c0..
‘,d‘trty bitmap :
uest [/O | track change _@OmoO0O00 0xd1f2.. 11, .
° Si=l=L ] =]s] Ju] : PBS datag || oxefoo..
........................... o
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v v v

bin etc home var

Walk the filesystem tree recursively +——=—— +———~

[ [ ] I bash ) user_0 user_n
Encode entries in pxar file format B Z—
Create variable sized chunks by @
rolling window chunker
Calculate digest and upload new

chunks, reindex known - :>

home chunk n

user_0

file_n




v
LXC and Host Backups L E0a

:proxmox-backup-client sliding window hasher _ ——»
i ] 11011010111. .. 01010111111... || .. || 01010111000. .. 1111000111. .. |11@@11011001 P10111.. pxar byte stream
: & 0xb122.. o
:0xb122.. = digest(| 11011010111. .. ) => check known chunks => [ 11011010111, .. dynamic size chunk :
j r upload new or reindex known
L_J N
t Proxmox Backup Server API
Previous snapshot: append to index insert new chunks
2024-10-21T09:00:00Z
) ) New Snapshot: 0x02c0...
archive.pxar.didx 2024-10-22T09:00:00Z 01010111111
0xb122.. - -
0x02¢0.. archive.pxar.didx 0xaf0Ll. Oxd1f2..
- 0xb122.. 01010000111. . . 01010111000. . .
Oxd1f2.. 0x02C0...
0xef00.. Y it Oxb122... 0xef00..
X
oxe 00 11011010111. .. 1111000111. ..
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Motivation:

Variable sized chunker requires to read all data — slow

Solution:

Split files metadata and payload data into separate archive streams

Detect unchanged files by comparing metadata (size, mtime, ...) with previous snapshot
Only chunk payloads for changed files

Reuse known payload chunks for unchanged files

Reduces backup times for filesystems with mostly unchanged contents, e.qg. fileservers
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: proxmox-backup-client sliding window hasher ——»

11011010111. .. 01010111111... - || 01010111000... 1111000111. .. I 1100110110011P10111... pxar metadata byte stream

sliding window hasher  ——p
1101100010111. .. U : |110011®11001 010111.. pxar payload byte stream

| Oxaf0l.. .
b o o o e o e e e s 4

chunk digest from previous snapshot

unchanged file, reindex known payload
ﬁ upload new or reindex known

~ Proxmox Backup Server APL — o chunks
|_| I | append to index
Previous snapshot: New snapshot: 0x02¢0..
2024-10-21T709:00:00Z 2024-10-21T709:00:00Z 01010111111...
archive.mpxar archive.ppxar archive.mpxar archive.ppxar Oxaf0l.. Oxdif2..
Oxb122.. N Oxb122... Ox0Ffdc.. 01010000111... 01010111000. ..
0x02c0... Oxafol.. 0x02c0... Oxafﬁ)l 0Xb122 OXefG)@
0xd1f2.. Oxd1f2.. o ' 11011010111... 1111000111...
0xef00.. 0xef00..




Allow to pull contents from a source
datastore (local or remote)

Scheduled sync jobs

Upcomming new feature: Sync datastore in

push direction

Fine grained filtering for contents to be

synchronized

PBS

Add: Sync Job

m Group Filter

Local Datastore
Local Namespace
Local Owner
Sync Schedule:

Rate Limit

© Help

PBS
Remote

customer-store

sync-admin@pbs

mon..fri 00:00

Unlimited MiB/s

Add: Sync Job
Options  EelGIAZIET

Include filters
Filter Type

Regex

© Add include

Exclude filters

Filter Type

© Add exclude

© Help
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Location Local ®) Remote
Source Remote remote-site-B
Source Datastore customer-store

Source Namespace: = Root
Max. Depth: Full

Remove vanished

Advanced m

Filter Value

R3S

Filter Value

Note: Exclude filters will be applied after include filters
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Group: ct/100
° Prune - Remove backup Sna pShOtS based Proxmox Backup Server - Prune Simulator

. . View Options Backup Job Simulation
on retention periods
Show Calendar
Day of week:  Monday, Tuesday, We End Date:  2024-10-29
Show Colors:
Schedule: 0/6:00 End Time: | 09:27

* Does not remove data chunks owaion: 133 o
Y S

Prune Options Backups
keeplast 3 Backup Time Keep (reason)
Edit: Prune Job [ sop-las
keep-hourly 12 < 2024-10-2512:00:50 remove
) 2@24_10_231’09 . 00 . 002 keep-daly 5 FH remove
Datastore datastore Prune Schedule: ' 0/2:00 X Koop-weekly 2024-10-25.00:00:50 remove
Namespace Root Enabled: root pxar didx keep-montry: | ::::::
Max. Depth: Full SLEELY
Oxafol.. Sun,03Nov | Sat, 02 Nov Fri, 01 Nov : Thu,310ct || Wed,300ct | Tue,290ct | Mon, 28 Oct
Oxd1f2 2024 2024 2024 2024 2024 2024 2024
Keep Last: 2 : Keep Hourly: X : 06:00 (keep-last  18:00 (keep-last
1) 3)
Keep Daily: 1 x Keep Weekly: : 2;3300 (keep-last
ourly 1)
Oxef 00... 1 06:00 (keep-}
Keep Monthly: Keep Yearly: 1 ' ourly 2)
-
Comment . ourly 3)]

- - . . Sun, 27 O , | i, , , 3 3
2 0 2 4 1 0 2 4T0 9 . 0 0 . 0 0 Z un, ct Sat, 26 Oct Fri, 25 Oct 2024 THHZUZ:"OCI WldznZZC;Ocl Tu02022240cl Mcr|2°22140cl

2024 2024 18:00 (keep.

- y 18:00 (keep: 18:00 (keep-| hourly 12)} 18:00 (keep- 18:00 (keep- 18:00 (keep- 18:00 (keep-
Job o 21aS0707-05do e T

r‘OO‘t . pxar . dldX W 12:00 (keep- 06:00 12:00 12:00 12:00 12:00
hourly 9) 00:00 06:00 06:00 06:00 06:00
0 (keep- 00:00 00:00 00:00 00:00

L 0xafo1 =
Oxdeda...

0xef00..



https://pbs.proxmox.com/docs/prune-simulator/
https://pbs.proxmox.com/docs/prune-simulator/

Prune - Remove backup snapshots
based on retention periods

Does not remove data chunks

Garbage collection - remove unused
chunks

= 715t phase: mark chunks still in use by
updating atime

- 2" phase: remove chunks which atime
older than 24h + 5min grace period

Group: ct/100
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Oxaf01..
01010000111. .. v
2024-10-23T09:00:00Z
root.pxar.didx
Oxaf0l.. v
Oxd1f2.. v Oxd1f2..
- 01010111000. . . V4
0Oxef00.. v
Oxdeda...
2024-10-24T09:00:00Z 01010101110. ..
root.pxar.didx 0xef00..
0xaf0l. v 1111000111. ..
Oxdeda.. v

v

6xef00m v
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Easy way for long term and off-site
storage

Proxmox Backup Server

Supports LTOS or newer, LTO4 can
work with latest Firmwares

Tape Backup

—

Supports libraries/loaders

Proxmox specific LTO implementation



Thank you for your attention!

PROXMOX SERVER SOLUTIONS GMBH
BRAUHAUSGASSE 37, 1050 VIENNA, AUSTRIA
OFFICE@QPROXMOX.COM | WWW.PROXMOX.COM

© 2024 Proxmox. All Rights Reserved. Proxmox is a registered trademark. All brand names, product names, or trademarks
belong to their respective holders.


https://www.proxmox.com/
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