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About Proxmox
● Established in 2005
● Located in Vienna, Austria 
● Privately owned, no venture capital
● Open-source software solutions, 

license: AGPLv3
● No feature gating
● Very active and strong community!
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● Proxmox Mail Gateway
Email security

● Proxmox Virtual Environment
Hypervisor (QEMU/KVM and LXC guests)

● Proxmox Backup Server
Backup for hosts and guests

● Proxmox Offline Mirror
Offline repository for air-gapped hosts

About Proxmox

● Subscriptions
– Enterprise Repository
– Support Tickets

● Trainings
● Partners worldwide

Software SolutionsBusiness Model
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Datastore & Deduplication

0xaf01…
0xdeda…
…
0xef00…

root.pxar.didx 

Data chunks:
.chunks

2024-10-24T09:00:00Z

0xaf01…
0xd1f2…
…
0xef00…

root.pxar.didx 

2024-10-23T09:00:00Z

0xaf01…
0xd1f2…
…
0xef00…

root.pxar.didx 

2024-10-22T09:00:00Z

0xb122…
…
0xef00…

drive-scsi0.img.fidx 

2024-10-23T09:00:00Z

Snapshot:
2024-10-22T09:00:00Z

0xaf01…
01010000111...

0xd1f2…
01010111000...

0xdeda…
01010101110...

0xef00…
1111000111...

0x02c0…
01010111111...

0xb122…
11011010111...

Group:
ct/100

Group:
vm/200

Namespace:
ns/pve-c0

…

…

…

…

…

…

…

0xb122…
0x02c0…
…
0xef00…

drive-scsi0.img.fidx 

Group:
host/elmi

0xaf01…
0x02c0…
…
0xd1f2…

home.pxar.didx 

2024-10-24T09:00:00Z
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QEMU/KVM virtual machine

VM Backups

= digest(            )

0xaf01…
01010000111...

0xd1f2…
01010111000...

0xef00…
1111000111...

0x02c0…
01010111111...

0xb122…
11011010111...

PBS datastore

0xb122…
0x02c0…
…
0xd1f2…
0xef00…
…

drive-scsi0.img.fidx 

New Snapshot:
2024-10-22T09:00:00Z

Proxmox Backup Server API

insert new chunksappend to index

upload

Proxmox backup client

0x0acf…
01110001111...

01110001111...

drive-scsi0

0x0acf…

fixed size chunk

dirty bitmap
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QEMU/KVM virtual machine

VM Backups – Fast Incremental Mode

= digest(            )

0x0acf…
01110001111...

0xd1f2…
01010111000...

0xef00…
1111000111...

0x02c0…
01010111111...

0xb122…
11011010111...

PBS datastore

0xb122…
0x02c0…
…
0xd1f2…
0xef00…
…

drive-scsi0.img.fidx 

Previous Snapshot:
2024-10-22T09:00:00Z

Proxmox Backup Server API

insert new chunks

upload

Proxmox backup client

0x0ad0…
011101101111...

011101101111...

drive-scsi0

0x0ad0…

fixed size chunk

dirty bitmap

0xb122…
0x02c0…
…
0xd1f2…
0xef00…
…
0x0acf… 0x0ad0…

drive-scsi0.img.fidx 

New Snapshot:
2024-10-23T09:00:00Z

guest I/O

wr
it
e

track change

overwrite changed

duplicate
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LXC and Host Backups

● Walk the filesystem tree recursively
● Encode entries in pxar file format
● Create variable sized chunks by 

rolling window chunker
● Calculate digest and upload new 

chunks, reindex known

/

etc homebin var

bash[

...

... user_0 user_n...

file_0 ... file_n

pxar

/

bin

[

...

...

home

user_0

file_n

...

chunk 0

chunk 1

...

...

...

chunk n
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LXC and Host Backups

0xaf01…
01010000111...

0xd1f2…
01010111000...

0xef00…
1111000111...

0x02c0…
01010111111...

0xb122…
11011010111...

0xb122…
0x02c0…
…
0xd1f2…
0xef00…
…

archive.pxar.didx

New Snapshot:
2024-10-22T09:00:00Z

Proxmox Backup Server API
insert new chunksappend to index

11011010111... 01010111111... … 01010111000... 1111000111... 1100110110011010111… pxar byte stream

sliding window hasher

upload new or reindex known

proxmox-backup-client

= digest(              )0xb122… 11011010111...
0xb122…
11011010111... dynamic size chunk

0xb122…
0x02c0…
…
0xd1f2…
0xef00…
…

archive.pxar.didx

Previous snapshot:
2024-10-21T09:00:00Z

check known chunks
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Change Detection Mode

Motivation: 
● Variable sized chunker requires to read all data  slow→

Solution:
● Split files metadata and payload data into separate archive streams
● Detect unchanged files by comparing metadata (size, mtime, …) with previous snapshot
● Only chunk payloads for changed files
● Reuse known payload chunks for unchanged files
● Reduces backup times for filesystems with mostly unchanged contents, e.g. fileservers
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Change Detection Mode - Metadata
11011010111... 01010111111... … 01010111000... 1111000111... 1100110110011010111… pxar metadata byte stream

sliding window hasherproxmox-backup-client

1101100010111... … 1100110110011010111… pxar payload byte stream

Proxmox Backup Server API

0xaf01…
01010000111...

0xd1f2…
01010111000...

0xef00…
1111000111...

0x02c0…
01010111111...

0xb122…
11011010111...

0xb122…
0x02c0…
…
0xd1f2…
0xef00…
…

archive.mpxar

Previous snapshot:
2024-10-21T09:00:00Z

…
0xaf01…
…

archive.ppxar

0xb122…
0x02c0…
…
0xd1f2…
0xef00…
…

archive.mpxar

0x0fdc… 
…
0xaf01…
…

sliding window hasher

New snapshot:
2024-10-21T09:00:00Z

insert new chunks

upload new or reindex known

archive.ppxar

append to index

0xaf01…
…

unchanged file, reindex known payload 
chunk digest from previous snapshot
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Offsite Backups via Sync Jobs
● Allow to pull contents from a source 

datastore (local or remote)
● Scheduled sync jobs
● Upcomming new feature: Sync datastore in 

push direction
● Fine grained filtering for contents to be 

synchronized

PBS
Local

PBS
Remote

Sync Job



SFSCON 24 12/15

● Prune - Remove backup snapshots based 
on retention periods

● Does not remove data chunks

Prune and Garbage Collection

0xaf01…
0xdeda…
…
0xef00…

root.pxar.didx 

2024-10-24T09:00:00Z

0xaf01…
0xd1f2…
…
0xef00…

root.pxar.didx 

2024-10-23T09:00:00Z

0xaf01…
0xd1f2…
…
0xef00…

root.pxar.didx ✘

2024-10-22T09:00:00Z ✘
Group: ct/100

https://pbs.proxmox.com/docs/prune-simulator/

https://pbs.proxmox.com/docs/prune-simulator/
https://pbs.proxmox.com/docs/prune-simulator/
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● Prune - Remove backup snapshots 
based on retention periods

● Does not remove data chunks

● Garbage collection - remove unused 
chunks
– 1st phase: mark chunks still in use by 

updating atime
– 2nd phase: remove chunks which atime 

older than 24h + 5min grace period

Prune and Garbage Collection

0xaf01…
01010000111...

0xd1f2…
01010111000...

0xdeda…
01010101110...

0xef00…
1111000111...

0x02c0…
01010111111...

0xb122…
11011010111...

✓
✓
✓

✓
✘

✘

0xaf01… ✓
0xdeda… ✓
… ✓
0xef00… ✓

root.pxar.didx 

2024-10-24T09:00:00Z

0xaf01… ✓
0xd1f2… ✓
… ✓
0xef00… ✓

root.pxar.didx 

2024-10-23T09:00:00Z

0xaf01… ✘
0xd1f2… ✘
… ✘
0xef00… ✘

root.pxar.didx ✘

2024-10-22T09:00:00Z ✘
Group: ct/100
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Tape Backup

● Easy way for long term and off-site 
storage

● Supports LTO5 or newer, LTO4 can 
work with latest Firmwares

● Supports libraries/loaders
● Proxmox specific LTO implementation

Tape Backup

Proxmox Backup  Server



PROXMOX SERVER SOLUTIONS GMBH
BRÄUHAUSGASSE 37, 1050 VIENNA, AUSTRIA
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© 2024 Proxmox. All Rights Reserved. Proxmox is a registered trademark. All brand names, product names, or trademarks 
belong to their respective holders.

 Thank you for your attention!

https://www.proxmox.com/
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