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>>> Vulnerabilities in dependency tree
$ mvn dependency:tree
[INFO] Scanning for projects...
...
[INFO]
[INFO] -----------------------< org.redisson:redisson >------------------------
[INFO] Building Redisson 3.19.0
[INFO] --------------------------------[ jar ]---------------------------------
[INFO]
[INFO] --- maven-dependency-plugin:2.8:tree (default-cli) @ redisson ---
[INFO] org.redisson:redisson:jar:3.19.0
[INFO] +- io.netty:netty-transport-native-kqueue:jar:4.1.86.Final:provided
[INFO] | +- io.netty:netty-transport-native-unix-common:jar:4.1.86.Final:compile
[INFO] | \- io.netty:netty-transport-classes-kqueue:jar:4.1.86.Final:provided
[INFO] +- io.netty:netty-transport-native-epoll:jar:4.1.86.Final:provided
[INFO] | \- io.netty:netty-transport-classes-epoll:jar:4.1.86.Final:provided
[INFO] +- io.netty:netty-common:jar:4.1.86.Final:compile
[INFO] +- io.netty:netty-codec:jar:4.1.86.Final:compile
[INFO] +- io.netty:netty-buffer:jar:4.1.86.Final:compile
[INFO] +- io.netty:netty-transport:jar:4.1.86.Final:compile
...
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>>> But:

* Vulnerabilities are rare events ⇒ very few to fit from

– Aggregate vulnerabilities from many libraries

* Not every vulnerability (or library) is equivalent

– Partition software libraries per type

* Software features for classification
that are relevant for security
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>>> Preliminary outcomes

Time from release date of library to publication date of CVE
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>>> Predict security attacks in FOSS
>>> Why you want it and how to do it

Name: Carlos E. Budde†
Inst: University of Trento, Italy

https://vuass.eu.qualtrics.com/
jfe/form/SV_cFSKOHjHZnaH2Si

Ethical
security
survey
—
Vrije
Universiteit
Amsterdam

†carlosesteban.budde@unitn.it
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