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Decoding the Corporate Maze

Empowering Exposure Assessment through Open Software and OSINT
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Whoami s8cau

BSc in “Computer Science” at UniTN
MSc in “Cyber Security” at EIT Digital Master School
Cyber Threat Intelligence Engineer at W lrth Phoenix

X : francesco.pavanello@wuerth-phoenix.net

m : linkedin.com/in/francescopavanello

) © : @frapavads
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Definition Sources Where to start ]
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How to



https://osintframework.com/
https://github.com/jivoi/awesome-osint
https://github.com/jivoi/awesome-osint
https://github.com/fastfire/deepdarkCTI
https://github.com/fastfire/deepdarkCTI
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Investigation Steps
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* BlackWidow

* Photon @
® Email Crawler and s c4U
/ Lead Generator
* Pymeta
o CrossLinked

e DNSRecon
e XRay

Tools

e Checkdmarc

g

e HostHunter

e Dnstwist
¢ Ail Typo Squatting

AN

_ * testssl.sh
* Assetfinder « WhatWeb
e « Playwright
¢ Selenium
e undetected_chromedriver
\
* Holehe
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https://github.com/darkoperator/dnsrecon
https://github.com/evilsocket/xray
https://github.com/SpiderLabs/HostHunter
https://github.com/tomnomnom/assetfinder
https://github.com/1N3/BlackWidow
https://github.com/s0md3v/Photon
https://github.com/amitupreti/Email-Crawler-Lead-Generator
https://github.com/amitupreti/Email-Crawler-Lead-Generator
https://github.com/m8sec/CrossLinked
https://github.com/m8sec/pymeta
https://github.com/domainaware/checkdmarc
https://github.com/elceef/dnstwist
https://github.com/typosquatter/ail-typo-squatting
https://github.com/microsoft/playwright-python
https://github.com/SeleniumHQ/selenium
https://github.com/ultrafunkamsterdam/undetected-chromedriver
https://github.com/drwetter/testssl.sh
https://github.com/urbanadventurer/WhatWeb
https://github.com/megadose/holehe
https://github.com/iojw/socialscan
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